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Introduction
.

Summary

@ State Benford's Law.
@ Discuss examples and applications.
@ Sketch proofs.

@ Describe open problems.




Introduction
°

Caveats!

@ A math test indicating fraud is not proof of fraud:
unlikely events, alternate reasons.




A

Introduction

Caveats!

@ A math test indicating fraud is not proof of fraud:
unlikely events, alternate reasons.

YOUR TRAVEL EXPENSES
ARE RETECTED BECAUSE
ALL OF YOUR MEAL COSTS

ARE ROUND NUMBERS.

www.dilberf.com  scottadams@aol.com

EITHER YOU
ARE A LTIAR,
OR WORSE.

240% ©2008Scott Adams, Inc./Dist, by UFS, Inc.

I DECIDE WHAT TO
ORDER BASED ON WHAT
TOTALS TO A ROUND
NUMBER AFTER A 15%
TIP

\

THAT'S
LJORSE.




Introduction
.

Benford's Law: Newcomb (1881), Benford (1938)

For many data sets, probability of observing a rst digit of

d base B is logg 2** ; base 10 about 30% are 1s.




Introduction
.

Benford's Law: Newcomb (1881), Benford (1938)

For many data sets, probability of observing a rst digit of

d base B is logg 2** ; base 10 about 30% are 1s.

@ Not all data sets satisfy Benford's Law.

B




Introduction
.

Benford's Law: Newcomb (1881), Benford (1938)

For many data sets, probability of observing a rst digit of

d base B is logg 2** ; base 10 about 30% are 1s.

@ Not all data sets satisfy Benford's Law.
Long street [1;L]: L = 199 versus L = 999.

TS HHSHHH




Introduction
.

Benford's Law: Newcomb (1881), Benford (1938)

For many data sets, probability of observing a rst digit of

d base B is logg 2** ; base 10 about 30% are 1s.

@ Not all data sets satisfy Benford's Law.
Long street [1;L]: L = 199 versus L = 999.
Oscillates between 1=9 and 5=9 with rst digit 1.
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.

Benford's Law: Newcomb (1881), Benford (1938)

For many data sets, probability of observing a rst digit of

d base B is logg 2** ; base 10 about 30% are 1s.

@ Not all data sets satisfy Benford's Law.
Long street [1;L]: L = 199 versus L = 999.
Oscillates between 1=9 and 5=9 with rst digit 1.
Many streets of different sizes: close to Benford.
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Examples

@ recurrence relations

e special functions (such as n!)

e iterates of power, exponential, rational maps
e products of random variables

e L-functions, characteristic polynomials

o iterates of the 3x + 1 map

e differences of order statistics

e hydrology and nancial data

e many hierarchical Bayesian models

10
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Applications

e analyzing round-off errors

e determining the optimal way to store
numbers

e detecting tax and image fraud, and data
integrity
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General Theory
[ ]
Mantissas

Mantissa: x = Mig(x) 10K, k integer.

Mio(X) = Mjp(R) if and only if x and  have the
same leading digits.

Key observation: log,y(x) = log,,(%) mod 1 if
and only if x and # have the same leading digits.
Thus often study y = log;, X.
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Equidistribution and Benford's Law

fyngi_, is equidistributed modulo 1 if probability
yamod 12 [a;b]tendstob a:

#fn N :y,mod12 [a;b]g
N

I b a:

o Thm: 629, n is equidistributed mod 1.

o Examples: log,o2;log,, 5> 62Q.

Proof: if rational: 2 = 10P™,
Thus 29 = 10P or 29 P = 5P impossible.




General Theory
o] ]

Example of Equidistribution: np - mod 1
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Example of Equidistribution: np - mod 1
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Logarithms and Benford's Law

Fundamental Equivalence

Data set f xjg is Benford base B if fyig is
equidistributed mod 1, where y; = logg X;.

log 2+ log 10
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Examples

e 2" is Benford base 10 as log,, 2 62Q.
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General Theory
(o] le}

Examples

e Fibonacci numbers are Benford base 10.
an+1 = ap + ap 1.

Guess a,, = r": 6”” =r"+r"lorr2=r+1.
Rootsr = (1 5)=2.

General solution: a, = cqr; + czré‘.
P_ n =N

; . — 1+ 5 1 5

Binet: a, = pl—g > pl—g P

o Most linear recurrence relations Benford:

an+1 = 2an  ap 1
takeap=a;=1lorag=0,a; = 1.
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Digits of 2"

First 60 values of 2" (only displaying 30)

1 1024 1048576 | digit # Obs Prob BenfProb
2 2048 2097152 | 1 18 .300 301
4 4096 4194304 2 12 .200 176
8 8192 8388608 | 3 6 .100 125
16 16384 16777216 | 4 6 .100 .097
32 32768 33554432 | 5 6 100 .079
64 65536 67108864 | 6 4 .067 .067
128 131072 134217728 7 2 .033 .058
256 262144 268435456 | 8 5 .083 .051
512 524288 536870912 | 9 1 .017 .046
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Logarithms and Benford's Law

2valuesfor ", 1 n N (5% 15:5).
N| %) 2(e) ()
100 | 0.72 0.30 46.65
200 0.24 0.30 8.58
400 | 0.14 0.10 10.55
500| 0.08 0.07 2.69
700 0.19 0.04 0.05
800| 0.04 0.03 6.19
900 | 0.09 0.09 1.71
1000 | 0.02 0.06 2.90

e TS




General Theory

Logarithms and Benford's Law: Base 10

log( ?) vs N for " (red) and e" (blue),

n2fl;:::;Ng. Note 1> 1:0028 108, (5%,
log( 2) 2:74).
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Applications
Detecting Fraud

Bank Fraud

o Audit of a bank revealed huge spike of
numbers starting with 48 and 49, most due
to one person.




Applications
Detecting Fraud

Bank Fraud

o Audit of a bank revealed huge spike of
numbers starting with 48 and 49, most due
to one person.

o Write-off limit of $5,000. Of cer had friends
applying for credit cards, ran up balances
just under $5,000 then he would write the
debts off.




Applications
°

Data Integrity: Stream Flow Statistics: 130 years, 457,440  records




Applications
Election Fraud: Iran 2009

Numerous protests/complaints over Iran's 2009
elections.
Lot of analysis; data moderately suspicious:
e First and second leading digits;
e Last two digits (should almost be uniform);
e Last two digits differing by at least 2.

Warning: enough tests, even if nothing wrong
will nd a suspicious result (but when all tests
are on the boundary...).

A
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Poisson Summation and Benford's Law: De nitions

o Feller, Pinkham (often exact processes)
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e Feller, Pinkham I(often exact processes)
e data Y1.g = logg X 1 (discrete/continuous):
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Benford Good
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Poisson Summation and Benford's Law: De nitions

e Feller, Pinkham I(often exact processes)
e data Y1.g = logg X 1 (discrete/continuous):

. #fn2A:n Tg
P(A)—TI!I[n T

o Poisson Summation Formula; f nice:
hs . R .
f(°) = B(C);
=1 =1
Z 1

Fourier transforn®( ) = f(x)e 2 % dx:
1




Benford Good
[e] le}
Benford Good Process

Xt is Benford (ZBOOd if there is a nice f st

o1, ot
CDF, (y)= = dt+Er(y):= Gr(y)

1 T
and monotonically increasing h (h(jT)) !'1 ):
e Smalltails: G1(1 ) G+(Th(T)) = o(2),

Gr( Th(T)) Gr(1 )= o(1).
e Decay of the Fourier Transform:
o ") = o(1).
° gmall translated error: E(a;b;T)) =
ij T [Er(b+7)  Er(a+ )= o().
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Main Theorem

Theorem (Kontorovich and M—, 2005)

Xt convergingto X as T !'1  (think spreading
Gaussian). If Xt is Benford good, then X is
Benford.
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ooe

Main Theorem

Theorem (Kontorovich and M—, 2005)

Xt convergingto X as T !'1  (think spreading
Gaussian). If Xt is Benford good, then X is
Benford.

e Examples
L-functions
characteristic polynomials (RMT)
3x + 1 problem
geometric Brownian motion.
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Sketch of the proof

e Structure Theorem:
main term is something nice spreading out
apply Poisson summation
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Sketch of the proof

e Structure Theorem:
main term is something nice spreading out
apply Poisson summation

e Control translated errors:
hardest step
techniques problem speci c
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Sketch of the proof (continued)

P a+" .YT;B b+
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(o] le}

Sketch of the proof (continued)

X !
P a+" Yrg b+~
\:* ‘ \
= [Gr(b+7) Gr(a+ )]+ o(2)
'] Th(T)
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Sketch of the proof (continued)

X !
P a+" Yrg b+~
X
= [Gr(b+7) Gr(a+ )]+ o(2)
ij Th(T)
2N,

f T dt + E(a;b; T)+ o(1)
& ') Th(T)
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Sketch of the proof (continued)

X !
P a+" Yrg b+~
g | \
= [Gr(b+7) Gr(a+ )]+ o(1)
j Th(T)
2, X 1, t
= —f — dt+ E(a;b;T)+ o(1)
a . T T
'l Th(T)
X 2 b g2 i

bo) (b a)+ BT)E

‘60

+ 0(1):

2 0
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Riemann Zeta Function

GO
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Benford's Law

The 3x + 1 Problem J
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3x + 1 Problem

e Kakutani (conspiracy), Erdos (not ready).
o x odd, T(x) = L, 2%jj3x + 1.
e Conjecture: for some n = n(x), T"(x) = 1.

o7! 11! 117! 513! 351 41! 51,
2-path (1;1), 5-path (1;1; 2; 3;4).




¢

Heuristic Proof of

dn+1 =

E[log an+ 1]

3x + 1 Conjecture

T (an)
X 1I 3a,
2k %9 ok

k=1
Xk

loga, + log3 log2 oK
k=1

loga, + lo §

gan g 2

Geometric Brownian Motion, drift log(3=4) < 1.




3x+ 1
oe

Structure Theorem: Sinai, Kontorovich-Sinai

T #fn N:n 1;5mod 6;n2Ag
P(A) = limni #fn N:n 1,5 mod 6g

6 2kt *kop+ Q.

Theorem (Sinai, Kontorovich-Sinai)
ki-values are i.i.d.r.v. (geometric, 1=2):

RA
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Structure Theorem: Sinai, Kontorovich-Sinai

T #fn N:n 1;5mod 6;n2Ag
P(A) = limni #fn N:n 1;5 mod 6g

6 2kt *kop+ Q.

Theorem (Sinai, Kontorovich-Sinai)

ki-values are i.i.d.r.v. (geometric, 1=2):
1

0
IOgZ 3an?n
P% p(Z)XO a§:PM a
m 2m

2

¢




3x+ 1

(o] J

¢

Structure Theorem: Sinai, Kontorovich-Sinai

T #fn N:n 1;5mod 6;n2Ag
P(A) = limni #fn N:n 1;5 mod 6g

ki-values are i.i.d.r.v. (geometric, 1=2):
0 1

log, —2m—
P% (3) % a§: p _om %m_ a

(log,B) 2m
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¢

Structure Theorem: Sinai, Kontorovich-Sinai

T #fn N:n 1;5mod 6;n2Ag
P(A) = limyy #fn N:n 1,5 mod 69

(kq; i1 Km): two full arithm progressions:

|
B ()xO L@ BBE A
P ak = p@ g 4




3x+ 1
3x + 1 and Benford

Theorem (Kontorovich and M—, 2005)

Asm!1l | xn=(3=4)"Xq is Benford.

Theorem (Lagarias-Soundararajan 2006)

X 2N, for all but at most ¢(B)N 736X initial
seeds the distribution of the rst N iterates of
the 3x + 1 map are within 2N 1736 of the
Benford probabilities.

¢




Sketch of the proof

@ Failed Proof: lattices, bad errors.

@ CLT: (Sm 2m):pﬁ! N(0; 1):

P
Py 2m=ky= B M o 1y
m gm) m
@ Quanti ed Equidistribution: I = f'M;:::;C + )M 1g,
M=m¢c< 1=2
kika 2 10 fL #Z  small

C = logg 2 of irrationality type < 1 :

#fk 21 :kC2[a;blg= M(b a)+ O(M¥* = ):

¢




Sketch of the proof: Irrationality Type

y

Irrationality type

has irrationality type if is the supremum of
all  with
P
q

= 0:

limg, g **min

e Algebraic irrationals: type 1 (Roth's Thm).
e Theory of Linear Forms: logg 2 of nite type.




Sketch of the proof: Linear Forms

Theorem (Baker)

y

1,::1; n algebraic numbers height A; 4,

= log 1+ + qlog i

If 6 Othenj j> B € "9 ° with

d= [(9( i; j):Q], C =(16nd)>n,
= ;logAj, "= =logA.

Gives log,, 2 of nite type, with < 1:2 1002
jlog;p2 p=uj = jglog2 plog 10j=qlog 10:




y

Sketch of the proof : Quanti ed Equidistribution

Theorem (Erdds-Turan)

_ SupppJN(b @) #fn N :x,2 [a;b]gj
- N
There is a C such that for all m:
I
1 xn 1 1 XN _
D = - = 2 ihx,
N C m * h N €
h=1 n=1




Sketch of the proof : Proof of Erdds-Turan

Consider special case x, = n , 62Q.

0] N 1 n ..1 e
jsin( h)j 2jjh jj*

e Exponential sum

P
o Must control L, pir, see irrationality
type enter.
P
o type hm:1W1H: O m ' | take

m = bN?* c.

y




3x+ 1
.

3x + 1 Data: random 10,000 digit number, 2Xjj3x + 1

80,514 iterations ((4=3)" = ap predicts 80,319);
2= 13:5 (5% 15:5).

Digit Number Observed Benford
1 24251 0.301 0.301
2 14156 0.176 0.176
3 10227 0.127 0.125
4 7931 0.099 0.097

5 6359 0.079 0.079

6

7

8

9

5372 0.067 0.067
4476 0.056 0.058
4092 0.051 0.051
3650 0.045 0.046

A




3x+ 1
.

3x + 1 Data: random 10,000 digit number, 2j3x + 1

241,344 iterations, 2= 11:4 (5% 15:5).

Digit Number Observed Benford
72924 0.302 0.301
42357 0.176 0.176
30201 0.125 0.125
23507 0.097 0.097
18928 0.078 0.079
16296 0.068 0.067
13702 0.057 0.058
12356 0.051 0.051
11073 0.046 0.046

O©CoOo~NOULEA, WNPE
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3x+ 1
.

5x + 1 Data: random 10,000 digit number, 2Xjj5x + 1

27,004 iterations, 2= 1:8 (5% 15:5).

Digit Number Observed Benford
8154 0.302 0.301
4770 0.177 0.176
3405 0.126 0.125
2634 0.098 0.097
2105 0.078 0.079
1787 0.066 0.067
1568 0.058 0.058
1357 0.050 0.051
1224 0.045 0.046

O©CoOoO~NOULEA, WNPE

TR




3x+ 1
.

5x + 1 Data: random 10,000 digit number, 2j5x + 1

241,344 iterations, 2= 3 10 4 (5% 15:5).

Digit Number Observed Benford
72652 0.301 0.301
42499 0.176 0.176
30153 0.125 0.125
23388 0.097 0.097
19110 0.079 0.079
16159 0.067 0.067
13995 0.058 0.058
12345 0.051 0.051
11043 0.046 0.046

O©CoOo~NOULEA, WNPE

TS
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Conclusions
Conclusions and Future Investigations

e See many different systems exhibit Benford
behavior.

e Ingredients of proofs (logarithms,
equidistribution).

e Applications to fraud detection / data
integrity.

e Future work:
Study digits of other systems.

- Doveolon mare sonhisticated tostg for franud
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Preliminaries

o X1 Xy, Y1+ + Y, mod 1, Y; = logg X

e Density Y; is gi, density Y; + Yj is
YA 1
(g g)y) = gi(t)gi(y t)dt:

0

o hy=01 On, 8()=8:() ().
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Modulo 1 Central Limit Theorem

Theorem (M— and Nigrini 2007)

f Ymg independent continuous random variables
on [0; 1) (not necc. i.i.d.), densities f gmg.

Y+ + Yy mod 1 converges to the uniform
distributionas M ' 1 in LY([0; 1]) if and only if
foralln 8 O, limy: du(n) @Gu(n) = 0.

Gives info on rate of convergence.
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Generalizations

e Levy proved for i.i.d.r.v. just one year after
Benford's paper.

e Generalized to other compact groups, with
estimates on the rate of convergence.
Stromberg: n-fold convolution of a regular

probability measure on a compact Hausdorff
group G converges to normalized Haar
measure in weak-star topology iff support of
the distribution not contained in a coset of a
proper normal closed subgroup of G.
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Distribution of digits (base 10) of 1000 products
X1 Xio00, Where giom = 11m.
m(X) = mifjx 1=8] 1=2m (0 otherwise).
0.5
0.4
0.3

0.2

0.1
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Proof under stronger conditions

o Use standard CLT to show Y, + + Yu
tends to a Gaussian.

o Use Poisson Summation to show the
Gaussian tends to the uniform modulo 1.
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Proof under stronger conditions

Figure: Plot of normal (mean 0, stdev 1).




Proof under stronger conditions
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/
/
B U‘A y
Figure:

Plot of normal (mean 0, stdev .1) modulo 1.
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Proof under stronger conditions

Lo
1.010-
1.005
1.000

0.9951

Figure: Plot of normal (mean 0, stdev .5) modulo 1.
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Poisson Summation Formula

f nice: 2 2
i) = PC);

=1 =1

Fourier transforn®( ) = f(x)e 2 * dx:
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Proof Under Weaker Conditions

AsN!1l pn(X)= e—p% becomes
equidistributed modulo 1.

1
o x= 1 N (X)dX =
xmtr_s)lz[a;b] R
ol X+ n)2=N
N n2zZ x—ae ( : dx
oe (x*mM?=N - o n=N,4 o maxg\ll;jnj) e M=N

o Canyrestrict sum to jiy N>,

1 n?=N — n’N.
° pﬁ n2z € - n2z € :
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Proof Under Weaker Conditions

1 X Lo 2
p— e (x+n) -NdX
jnj Ns=4 T4
z -
- pl_ X b e n2=N + O max(]"JnJ)e n2=N dX
N. . X=a N
inj NS
X ° = p :
— b _a e n?=N + O@l n+_1e (n= N)ZA
N s N - |
X 1N P
= Ppﬁa e ™Nio N e (w+ 1)e " Ndw
jnj Ns=4 "=
- bg _a X e MNio N 12
N jny nes
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Proof Under Weaker Conditions

Extend sumston 2 Z, apply Poisson

Summation:

1 X % 2 X 2
p— e X*WNNgx (b a) e "N
N n2z X=a n2z

For n = 0 the right hand sideisb a.
For all other n, we trivially estimate the sum:
XenzN 2XenN 2eN.
1 e N
né 0 n 1

which is less than 4e N for N suf ciently large.
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Proof in General Case: Fourier input

o Fejér kernel:

Fn(x) = 1 AW ez,
n= N
o Fejér series Tnf(x) equals
(f Fn)(X) = 1 ‘% P(n)e? i
n= N

o Lebesgue's Theorem: f 2 L([0;1]). As
N!1 , Tnf converges tof in L1([O; 1]).
o Tn(f g) =(Tnf) g: convolution assoc.
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Proof of Modulo 1 CLT

@ Density of sumish- = g; g.
R
@ Sufcesshow 8 :limwy o jhw(x) 1jdx <

@ Lebesgue's Theorem: N large,
z 1
jihy  Tnhajia = jhi(x)  Tnha(x)jdx < >
0

@ Claim: above holds for hy, for all M.
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Proof of Modulo 1 CLT : Proof of Claim

Tnhwv+1 = Tn(bv 9m+1) = (Tnhm) O+

Z,
ihm+er Tnbmeajjs = jhm+1(X)  Tnhme 2(x)jdx
ya
= j(hm  gm+1)(x)  (Tnhm) g+ 1(X)jdx
Zol Z,
= . O(hM(y) Tnhw(y)) gms+1(xy) dydx
2,7,
jhm(y)  Tnhm(y)igw+1(x  y)dxdy
Zol 0
= . jhm(y)  Tnhu(y)idy 1 < >

TOA
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Proof of Modulo 1 CLT

Show ”mM!l J] hM 1”1 = 0.
Triangle inequality:

ibv  Ljja jj by Tnhwjjs + jiTnbw - 2jjs:
Choices of N and :
jihm  Tnhwmijjis < =2

Show JJTN hM 1”1 < =2.
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Proof of Modulo 1 CLT

L »
iTnbv 1jj1 = 1 N Kv(n)e? ™ dx
0 n= N
néo

){\l ..
I L)
n;GO

Bu(n)= @(n) Gu(n)! wmu O.
For xed N and , choose M large so that j&y(n)j < = 4N whenever
né Oandjnj N.
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Key Ingredients

o Mellin transform and Fourier transform
related by logarithmic change of variable.

e Poisson summation from collapsing to
modulo 1 random variables.
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Preliminaries

e Density %:
1

X dt
f, — fi(t)—
b R
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Preliminaries

e Density %:
1
X

dt
fo — fi(t)—
RO

Proof: Pro 1 22 [0;x]):
Z4 h i
Prob ,2 0;— fi(t)dt
Z1=0 '
1 X
= Fo — fi(t)dt;
t=0 t
differentiate.




Mellin Transform

I
=
o)
<
|(/)

(M 1)(s)
M 'g)(x) = 5=  g(s)x °ds

g(s) = (M f)(s);f(x) = (M *g)(x):

Zl
X dt

f, — fi(t)—
LR Ok

(M f)(s) (M f)(s):

(fL ?£2)(Xx)
(M (fy ?2£2))(s)




Mellin Transform Formulation: Products Random Variables

Xi's independent, densities fi. ,= X1 X,

y
(M hy)(s) (M fm)(s):

m=1

Asn!1l |, ,becomes Benford: Y, = logg n,
jProdY,mod 12 [a;b]) (b a)j

A Y 2 i
(b a)‘ _(Mfi) 1 logB
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Proof of Kossovsky's Chain Conjecture for certain densitie

Conditions

o D i( )gi2i: one-parameter distributions,
densities fp,(y on [0;1 ).

o pNI [, X; D p(l)(l),Xm D p(m)(Xm 1).

em 2, -
1
_ Xm dXm 1
fn(Xm) = . fopm (1) v fm 1(Xm 1) o 1
o
Ry 2 i
m ) (Mtomw) 1 logB 0
=1 m=1
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Chains of Random Variables

Return to street problem: chain of uniforms.

Let Dyunif( ) be the density of a uniform random
variable on [O; ].

Let X1 D unit(1) and Xpe1 D ynie(Xn).
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Proof of Kossovsky's Chain Conjecture for certain densitie

Theorem (JKKKM)

o If conditions hold, asn!1 the distribution
of leading digits of X, tends to Benford's law.

e The error is a nice function of the Mellin
transforms: if Y,, = logg Xy, then

jProdY, mod 12 [a;b]) (b+ a)j

Aoy 2 i
(b &) Mo, @) 1




Example: All X;  Exp(1)

o Xi Exp(1), Yn=logg n.
° Ngzeded ingredients:
o exp( x)x3 tdx = ( s).
] (1+ix))= x=sinh( X);x 2 R.
o jPn(s) l0g;0(s)]

X 2 2°=logB
sinh(2 2°=log B)

logg s
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Example: All X;  Exp(1)

o jPn(s) logy,sj
3:3 10 %loggs ifn= 2,
1:9 10 “loggs ifn= 3,
1:1 10 °loggs ifn= 5, and
3:6 10 ¥loggsifn= 10.
o Error at most

o S>4 17:148° "2
J1o . exp(8:5726")

;057" log,o S

o'

1
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