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Introduction. The purpose of these notes is to support the papers included in this volume
by providing self-contained summaries of related mathematics emphasising those aspects
actually used or required. I have selected two topics that are easily described from first
principles yet for which it is peculiarly difficult to find congenial introductions that warrant
citing.

The theory of continued fractions is less widely known than it should be; yet one can
readily retrieve its fundamental results with little more than the ability to multiply 2 x 2
matrices.

A linear feedback shift register (LFSR) is just a recurrence sequence defined over the field
F5 of 2 elements; or, better, its generating function is a rational function defined over F,.
It seems useful to interpret familiar activities in the creation of stream ciphers in classical
terms if only to establish a dictionary translating the jargon of stream ciphers into the
language of mathematics.

1. CONTINUED FRACTIONS

1.1 An introduction to continued fractions. A continued fraction is an object of the
shape
ap+ 1
ar+ 1
ag+ 1
as + .

which we denote in a space-saving flat notation by
[ao,al,ag,ag, ...... ]

Virtually all principles of the subject are revealed by the following correspondence:

PrOPOSITION 1 (Fundamental Correspondence). Given a sequence ag,a1,as,. ... ..

ap 1 ar LYy an, 1\ _ (Pn Pn-1 .
(1) (1 0)(1 O) (1 O>_(Qn Qn—l) forn=0,1,2, ......

if and only if
— =lag,a1,...... ,ap] form=0,1,2, ...... )
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Proor: This correspondence is readily established by a thoughtful inductive argument.
Notice firstly that the sequence of partial quotients (ay) defines the sequences (pp) and
(grn) appearing in the first column of the matrix product. Since the empty product of 2 x 2
matrices is the identity matrix, we are committed to

P-1 P2 1o
2 = .
2) ( g-1 g2 ) (0 1 )
We may then readily verify by induction on n that the second column of the product
indeed has the alleged entries. Thus we have the recursive formulae

Dn+1 = Qn4+1Pn + Pn—1

(3) Qnt1 = Ant1Gn + Qn—1 -

We verify the principal claim by induction on the number n 4+ 1 of matrices appearing on
the left in the product. The claim is easily seen true for n = 0 since, indeed py = ag and
qo = 1. Accordingly, we suppose that

a; 1 ag 1 an 1\  [(xn Tpo B
(50 (2 ) (5 )= ) mmmmna
if and only if

n

noting that this is a case of just n matrices.

But
Pn Pn-1) _ (@ 1Y (Zn Tn1) _ (G0%Tn+Yn G0Tn-1+Yn—1
dn QGn-1 1 0 Yn Yn-—1 T Tn—1
entails
Pn n 1
(4) —:ao—l—y—:ao+ =lag,a1,...... , Gnl,
Gn T [ay , ...+, ap]

verifying the claim by induction. §i

Taking determinants in the correspondence immediately yields the fundamental formula

_ 1
(5) Pndn—1 — Pn—149n — (_1)n+1 or p_n = Pn—1 + (—1 n-l .
dn dn—1 gn—19n

It is then immediate that

1 1 1
(6) ]ﬁ:a0+___+..._|_(_1)”—1 .
qn qoq1 q192 Gn—19n
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Almost invariably, but not always, in the sequel the a; are positive integers — excepting
ap which may have any sign.

It follows that we can make sense of nonterminating continued fractions

for evidently,
1 1 > (=1)" 1!
(7) a:ao—{—————i-...:ao_{_Zi

and, this being an alternating series of terms with decreasing size, the series converges to
some real number «.

In this context the terminating continued fractions

Pn
n

are called convergents of a and the tails

(8) Qg1 = Qg1 Qg yveee-. ]

are known as its complete quotients. Note that we have, formally,

9) a=lag,ar,...... s Gy Oy 1] n=0,1,2,...... .

These remarks immediately yield the approximation properties of the convergents. For we
have

(10) a—@:(—m"( 1 L )

dn dndn+1 dn+19n+-2

This shows that the sequence (g, — p,) alternates in sign and that, in absolute value, it
converges monotonically to zero. Less precisely, we see that

1
dndn+1

Pn
o — —

dn

<

and, recalling (3) : ¢p+1 = an+1qn + gn—1 implies yet less accurately that

1

an—l—lng

Oz—& <

dn

Thus a convergent yields an exceptionally sharp approximation when the next partial
quotient is exceptionally large. For example, reminded that

T=1[3,7,15,1,292,1,...]
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and noting
3,7 =22/7 3,7,15,1] = 355/113
we have
2| _ 1 355) _ 1
TS 152 T 13| 292.1132

making appropriate the popularity of these rational approximations to .

Because the sequence (g,a — p,) alternates in sign it is clear that one need only consider
every second convergent if one is interested in just those approximations below (underes-
timating), respectively above (overestimating) «. It is an interesting exercise to confirm
that if, say, [ag,a1,...... , G| is a convergent overestimating «, and a, > 1, then the
intermediate convergent [ag ,ay ,...... , ap, — 1] is a quite good underestimate for a.

We now return to the beginning. Noting that

1
a=lag,ar,...]=ag+ ——
[CLl , a2, .. ]
we see that
ap = o]
and
a1 = [a1 ,(12,...] = (a—ao)_l.
The general step in the continued fraction algorithm is
an = |, | and an+1:(an—an)_1 n=0,1,2, ......

An infinite partial quotient terminates the expansion. Since

[CLO,CLl,..."',Cln]

is rational it is evident that if the continued fraction of some a terminates then that « is
rational. Conversely, since, as is plain from (5), p, and ¢, are relatively prime, and, since
by (3) the sequences (|p,|) and (g,) are both monotonic increasing, it follows that if «
is rational then its continued fraction does terminate. Indeed, for a rational o = b/c, the
continued fraction algorithm is just the Euclidean algorithm. Thus

b=agc +c1 0<e<c
c=ajicy + ¢ 0<e <
C1 = a2Cy +C3 0<c3 <cy

Cn—1 = AnCp

corresponds to

é:[ag,al,---,an] and ged(b,c) =d = ¢,
c
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and explains the term ‘partial quotient’. Since b/c = p, /¢, with ged(pn,¢,) =1 we must
have dp, = b and dg, = ¢. Moreover, by (5)

Pndn—-1 — Pn—-14n = C_l)n+l SOanfl“Cpnfl:: (_1)n71d7
and this displays the greatest common divisor as a Z-linear combination of b and ¢. By

|pn—1| < |pn| and g,_1 < ¢, it follows that this combination is minimal.

This is an appropriate point at which to remark that it will be an easy matter to generalise
the continued fraction algorithm to completions of the quotient field of any Euclidean
domain — for R is just the completion with respect to the usual absolute value | | of the
quotient field Q of the rational integers Z. An evident example replaces Z by the ring of
polynomials over some field and R by the field of Laurent series over that field.

The entire matter of continued fractions of real numbers could have been introduced using
the following

PROPOSITION 2. A rational p'/q" with ged(p’,q") =1 is a convergent of « if and only if

|’ — p'| < |qa — p| for all integers q < q' and p .

PROOF: Suppose, as we may, that ¢,—1 < ¢ < g,. Then, by the unimodularity of the
matrix
(pn pn—l)
dn Qdn-1

app—1 + bp, =p
agn—1 + bg, =q

there are integers a and b so that

and, necessarily, ab < 0. Multiplying by a and subtracting yields

qo —p = a(qn-10 — pr—1) + b(gnx — pr) .

But, by (10), we have (g,—10 — pp—1)(gn — pr) < 0. Hence

lqox _p’ = |al|gn—10¢ — ppn—1| + [b]|gn — pnl,

and plainly |ga — p| > |gna — py| as asserted. B

The proposition asserts that the convergents of o are exactly those quantities yielding the
locally best approximations to «. It is an interesting exercise to develop the entire theory
(working backwards in the present program) from the notion of locally best approximation;
once again, the formula (5) plays the fundamental role.

Moreover, we have the following useful criterion:
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ProrosIiTION 3. If .
J— < -
lga — pl %

then p/q is a convergent of «.
Note that this condition is sufficient but not nececessary.

PROOF: By proposition 2 it suffices to show that |ga — p| is a locally best approximation.
To see that is so take integers r, s with 0 < s < ¢ and notice that

1 <|qr —ps| = [s(qa — p) — q(sa — )| < s|qoe — p| + q|sa — 7|
S
< — — .
_2q+q|8a 7|

So certainly ¢|sa—r| > 1—5/2¢ > 1/2 and it follows that |ga—p| < |[sa—r| as claimed. 1

Notice that it is just this criterion that is applied by Worley [7] at §8 of his remarks.

I conclude by applying the matrix correspondence to develop a formulaire: From

Pn Pn—1 Qpy1 1
O‘:[CLO’al"--"‘aan;@n+1]<—>(qz ;nl)< 1+ ())
we have
an—l—lpn +pn—1 dn—1& — Pn—1
o= and a1 = ————.
Qpt1Gn + gn—1 gn® — Pn
Transposition of
a 1\ [(fa 1Y\ an 1\ _ (Pn Pna
1 0 1 0 1 0 9n  Qqn—1
yields
p q
N :[an7an717"'7a0]and b :[an7an717”'7a1]-
Pn—1 dn—1
Hence
—QGn—1 +pn—1
—Qp4+1 = —0py1 = [an sy Ap—1 5, QQ , —Oé] .
aqn + Pn

1.2 Applying the theory of continued fractions. Suppose one suspects that some
computed number is actually some nice neat vulgar fraction. For example, one’s calculator
has produced the number

a = 2.117647059. ..

Expanding « as a continued fraction yields
ar[2,8,2]=36/17

up to the accuracy of the data, essentially verifying the suspicion that « = 36/17. Thus
the continued fraction algorithm provides an efficient method of converting a decimal to a
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vulgar fraction reversing the more usual algorithm that converts a fraction to a decimal.
The point is, of course, that instead of having to test all possible rational approximations
one only meets very good rational approximations.

This is the spirit of Wiener’s cryptanalytic attack on the use of short secret exponents in
the RSA cipher mentioned by Lidl [4] in this volume. Recall that n = wv (I use u and
v for the unknown primes since I wish to mind my p s and ¢ s for convergents) and one
hopes to guess (u — 1)(v — 1) = n — (u 4+ v) + 1. More precisely, one wishes, given the
public key e to find a secret key d so that

ed =1 mod lem(u — 1,v —1).
Now this is just
ed=1+k(u—1)(v—1)=1+k(n—(u+v)+1),
so certainly

E e
a7 <k(u+v)/nd.

One expects that u ~ v ~ n2. Then k/d is necessarily a convergent of e/n if nz > kd.
The convergents can all be found in polynomial time and, as Lidl points out, each is readily
tested for correctness by parity check and detection of squares. Thus the encryption scheme
is insecure if d < n* and k is not large. However kn ~ ed, so, indeed, choosing e > n?
always protects against the present rather naive attack.

To save clutter I have not emphasised the fact that k£ is a rational with denominator
ged(u — 1,v — 1) rather than an integer as my notation suggests.

1.3 Continued fraction expansion of Laurent series. Suppose now that the partial
quotients a; = a;(X) are polynomials each (other than perhaps ao(X) which may be
constant) of degree at least 1. The formalism is unchanged but one needs to understand
the sense in which a series

. 1 B 1 . = (=)t
(1) aX) =)+ 5~ aeen T =@t

converges when (g, (X)) is a sequence of polynomials with monotonically increasing degree.
The essence is to so ‘value’ rational functions that the terms of the sum (11) have value
decreasing to zero. It turns out the order of vanishing at infinity yields the appropriate
value. In effect one views the polynomials ¢;(X) as rational functions in X! and then
the sum (11) ‘converges’ as a formal power series in X 1. The limit a of the continued
fraction is a Laurent series, in fact, the sum of a polynomial ao(X) and a power series in
X 1. The continued fraction algorithm proceeds by taking the polynomial part (including
the constant term) of the complete quotient and then inverting the remainder to yield the
next complete quotient.
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1.4 Continued fraction expansion of algebraic numbers. It is not difficult to see
that a periodic continued fraction represents a zero of a quadratic polynomial. The con-
verse, Legendre’s Theorem, is somewhat deeper but, indeed, every real quadratic irrational
has a periodic continued fraction expansion. In an important sense the continued fraction
algorithm is tailored to quadratic quantities: that is manifested in the correspondence with
products of 2 x 2 matrices. Williams [6] alludes at §2 to the manner in which the continued
fraction algorithm yields an information on the ideal class group of a real quadratic field.

For algebraic numbers of higher degree it is conjectured on deep theoretical grounds that
the partial quotients are always unbounded but, in fact, no example displaying that prop-
erty is known (nor, of course, is any counterexample). There is not all that much experi-
mental data and more might prove instructive. On the other hand, surprisingly perhaps,
the analogous situation for Laurent series over a finite field is different [1]. There are
nonperiodic continued fractions all of whose partial quotients are polynomials of degree 1
which represent Laurent series algebraic over the rational functions. Thus, see Lidl [L], §4
for the relevant notion, there are sequences (s,) with perfect linear complexity profile for
which )" s, X" is an algebraic function of degree greater than 2.

2. RECURRENCE SEQUENCES

2.1 Generalised power sums, rational functions and recurrence sequences. A

generalised power sum a(h), h=0,1,2,...... is an expression of the shape
(12) a(h) =Y Ai(h)a) , h=0,1,2,......
i=1

with roots «;,1 <1i < m, distinct non-zero quantities, and coefficients A;(h) polynomials
of respective degrees n; — 1, for positive integers n;, 1 < i < m. The generalised power
sum a(h) is said to have order

m

i=1

Set
m
(13) sX)=J[A-@X)" =1-5X - -5, X".
i=1
Then the sequence (ap) with ap = a(h), h =0,1,2,...... satisfies the linear homoge-
neous recurrence relation
(14) hin = S10h4tn—1+ -+ Span, h=0,1,2,....

To see this let E : f(h) — f(h+ 1) be the shift operator and A = E — 1 the difference
operator. Then
(B —a)(Ai(h)ar) = (A4 (h))a;™
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and since AA;(h) has lower degree than does A;, by linearity of E and induction it is

plain that
m
H(E — Cvi)ni
i=1
annihilates the sequence (ay) as asserted. Thus generalised power sums are interesting in

that they coincide with the sequences satisfying the recurrence relations (14). It follows
that there is a polynomial r(x) , of degree less than n , so that the power series

- r(X)
15 X =
( ) Z ah S(X)
h=0
is a rational function; to see this multiply by s(X) and note the recurrence relation.

Conversely given a rational function as above, with degr < degs, a partial fraction ex-
pansion yields

S(X)_ZZ 1—05X Z ;;TU< il )aib Xh

=1 ]:1 =

and the coefficients of X", h=0,1,2,...... are indeed the values of a generalised power
sum as described.

Accordingly, results on generalised power sums are equivalent to corresponding results for
the Taylor coefficients of rational functions.

A sequence (ayp,) satisfying a relation (14) is often called a recurrence sequence (or linearly
recursive sequence) of order n ; the polynomial X"s(X~!) reciprocal to the polynomial
(13) is called the characteristic or companion polynomial of the recurrence sequence. Our
“roots” «; are the distinct zeros of the companion polynomial. The archetypal example
of a recurrence sequence is of course the celebrated Fibonacci sequence (f;,) defined by

fh+2:fh+1+fh7 h:O71727"' with f0:0>f1:13

and generated by
X - h
1— X — X2 =D fuX".
h=0

The expression (12) for the a, = a(h) as a generalised power sum provides a well known
formula for the terms of a recurrence sequence. One obtains a less well known formula
from directly expanding (15). In terms of the given initial values ag,aq,...,an,—1 of (ap)
one has
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and

(e . . .
1 Gr+d2--+dn) i . wn
RIS SRD SR  IE=A RS
h=0 j1+2j2--+njn=h

For the Fibonacci numbers this yields (with the usual conventions for interpreting the
combinatorial symbol)
h—j
frrr = ( : ) .
i J

2.2 Hadamard operations. If > a; X" and Y b, X" represent rational functions then
so do their sum > (ap + by) X" and their Hadamard product

Z ahthh .

This is not obvious as stated but is an immediate consequence of the fact that the sum
and, respectively, the product of generalised power sums is again a generalised power sum.
Incidentally, it turns out that the Hadamard product of a rational and of an algebraic
power series is algebraic but over a field of characteristic zero the Hadamard product of
algebraic functions is not necessarily algebraic. The most quoted example is

2h 2h\ 2
(1 —4day)~ Y2 :Z <h>$}f’ but Z <h) zh
is not algebraic. The first remark is the useful identity
2h —3
= (=) 2
() = ()

and, with a little work and some elementary calculus one sees that the latter series is given
by the integral

2/7T/2 dt
TJo \/(1—16xlsin2t)

This is a complete elliptic integral well known not to represent an algebraic function.

Remarkably, [3] the Hadamard product of algebraic power series defined over a field of
positive characteristic is always again algebraic; in particular this is so for the Hadamard
product of algebraic power series over a finite field. It turns out the sequences of Taylor
coefficients of algebraic functions over finite fields are generated by finite automata, sug-
gesting a rather more subtle source for stream ciphers quite different from those generated
by rational functions. An efficient introduction to the mathematical background may be
found in [5].
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2.3 Recurrence sequences and LFSR s. Recall that (aj) is a recurrence sequence if
and only if its terms are given by a generalised power sum

a(h) =an =Y Ai(h)a), h=0,1,2,......
=1

and that the recurence sequence has characteristic polynomial

Obviously, for each positive integer d, (aqn) again yields a generalised power sum, and it
has characteristic polynomial

A generalised power sum yields a periodic sequence if and only if each root «a; is a root of
unity and each coefficient A;(h) is a periodic function of h. Over a finite field a nonzero
element is a root of unity and in characteristic p a polynomial in h is trivially periodic
with period p. Thus, over a finite field every recurrence sequence is periodic. Conversely, a
periodic sequence with period ¢ is the sequence of Taylor coefficients of a rational function
with denominator 1 — X?.

Given the characteristic polynomial, the initial values ag, a7 ..., a,_1 of the recurrence
sequence, the coefficients A; of the generalised power sum and the numerator of the gen-
erating rational function determine one another. Different recurrence sequences with the
same characteristic polynomial are the sequences of Taylor coefficients of rational functions
with the one denominator but different numerators.

The product of k generalised power sums each with roots «;, but possibly with different
coefficients, is a generalised power sum with roots consisting of all monomials of weight &
in the a s. Hence the non-linear combination of recurrence sequences defined at §4.1 of [2]
is a recurrence sequence with roots consisting of all monomials of weight at most L in the
roots of the original sequence. The Groth sequences mentioned at §4.3 of [2] are sums of
different recurrence sequences each with characteristic polynomial having zeros consisting
of all pairs ;.

More generally, each of the sequences mentioned in [D], no matter how apparently complex
its formation rule, is itself a recurrence sequence which, in principle, can be generated by
the one simple LFSR. That follows immediately over the finite field Fy by periodicity,
but in fact, with the exception of the ‘multiplexed sequence’ mentioned at §7.2, would
hold had the generating sequences been defined over any field. The formation rules are
a trade-off between ease of generation and the endeavour to satisfy various ‘randomness’
criteria.
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